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Exchange Active Directory * OneDrive

. : : . + Office 365 + SharePoint
Migrate - PSTs/Archives « Windows Server « File shares 5
Frgm- + Lotus Notes  + GmailG Drive  * BowDropbox —> Oro|1gj|o|d Migrate -To: #Aetve Difecory o) Onobriva for Business.
* . 0ffice35  + SharePoint « Teams s Exchanus > Touies

Windows Server Azure AD

Exchange Exchange Online

SharePoint SharePoint Online

+ Office 365 2}0] M A 22|
* AD DR Skype for Teams
Business

OneDrive

SQL Server for Business

ACTIVE
DIRECTORY

On-Prem, Cloud

Microsoft @Yol EE &2 M Z K|
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(Orolazfold, e, Eet)
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Gartner

2022 |AM Best Practices for Active Directory

Quest and our company One Identity are listed as an
example vendor more than double any other company!

Gartner, IAM Best Practices for Active Directory, March 2022, Paul Rabinovich

Active Directory migration

AD monitoring, reporting and analytics

Active Directory threat detection and response
Active Directory backup

Specialized AD management

Access management

Least privilege & separation of duty
General-purpose PAM tools

Active Directory bridging software to integrate non-Windows systems
Identity governance and administration (IGA)
Architectures for multiforest environments
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It's too hard to set up a test environment 65%
—T-UgO| 013:17' [[HT:'I_‘OEI We don't have the resources 64%
We're only required to document it, not test it 34%
HAE DC We're not worried about it 129
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AD DR2 Restore®l Rebuild7} & 2

Gartner 2|EE

Restore vs. Rebuild — Strategies for Recovering
Applications After a Ransomware Attack

Published 2 March 2022 - ID G00761039 - 11 min read

By Nik Simpson, Ron Blair

V']
./

Unattainable
RTO/RPO

Source: Gartner

- Replicated systems at DR site unusable

» Most recent backups may be unusable

« Large-scale recovery of systems from backup
- Lack of recovery automation

« Normal DR procedures can‘t be used
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Restore®} Rebuildd| Mo R HE

NR Requirements |, Challenges |, Advantages |,
Restore + Isolated recovery environment Automating complex workflow No data integration
scan Secured Active Directory (I.wruugh IRE IHVO\\.JHTQ backup, challenges
virtualization environment, malware
Malware scanning tols scanning and configuration checks
Configuration checks There is no guarantee that the
scanned applications are malware
free and secure
Rebuilt + Gold images or other trusted Automating provisioning workflows No lengthy malware
reconstitute sources

Isolated patching enviranment
Secured Active Directory

May require changes to the way
applicatiens are deployed 10
reduce data reintegration
challenges

Integrating restored data with gold scanning required

images Rapid availability for
applications with little or

Ensuring that gold images are kept
no data

up to date with respect to security
patches to the operating system
and application

Guaranteed elimination
of malware embedded
on the 0S or application

Source: Garter (March 2022)
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“There’s no way that they would
have recovered ... so quickly if
they did not have the Quest
tool!”

— Project Manager

ofl 2| 17 At

Global Manufacturer
Overcomes Ransomware

o™
» O CHEY 2450 [_es 1770 DC7F S22 25

= TN AFEXFC| 98%7F ADIHA S| E0 A 7F 4 A

* Phase 1 - TA|ZtCH0| HEHRY DC EF
* Phase2 - 12& 20 2HiWj DC &5+
* Phase 3 - 27l LHZ0|| 37 DCE ES+ot=0 368 &8
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US Energy Company
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US Ol X0 /U= IT SRS Abas M2 1520H0| M A|
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=1}

TA|ZEQHO)| 2712 sl DCE S+

"Less than an hour after we started Recovery SIEE SO MA DC 362 25 &4
Manager, the domain was, for all intents and
o = o Sk A
purposes, back up and running." %%: 93| '—L% Fo| MH|A Ch2e 2 QI 4=uint SHe{of H|E
=== o

“You are able to sleep at night because you

H =20 AlA T R B At L ZHHE 2210
know that if something gets deleted or B 2ol 22 EX HEEAL AHE= AME 2t
something fails, you're going to be able to get o
it back — and you don’t have to worry about

how long it's going to take.” Q U eSt
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AD2| 7|2 7|5 (Replication)
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AD S0 Me] FLR3F Challenges

=70| QopLt Be =7E 93
A|Z10| Q35I| ME X|Alo|Lt AE?

\ \ \ \

= 24 oM AlLt2| 22 Project Ctest 24 M2 S5t0f 2EH GjO|Ef 25 0 OfL| 2} Trust@t AtEstE 57 X 22 M2
e 3 F7|H0 Project AT 7ts B0 1A|ZHLHL] SFE X[ 2T E Password?| AtS Reset A& X|AlQlo] &=&lH &7 7ts

» Forest Level?| &7 A|LtZ| 2 X| &
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#1. Forest Level2| Project £t2|

File View Action Tools Help

i Verify Settings ~

Start Recovery

Active Directory forest: rmad.local

Pending DCs: 0 Succeeded DCs: 3 Failed DCs: 0

Elapsed time: 00:00:27 NG

Computer Type |~ | Recovery Method

B childdc1.second.rmad.local  GC

Bare Metal Active Directory Recovery

¥“Backup Criteria.. 2 Configure Alerts..

DCs to be processed: 3 of 3 Domains to be processed: 2 of 2

~ | Status

11" Configure Pauses.. # Configure Schedule... @

Domain ~ | FSMORole |~ | Site

99 W Corpleted 5. second.rmad.local Default-First-Site-Name
® dcl.rmad.local GC Bare Metal Active Directory Recovery ) - C rmad.local Default-First-Site-Name
® pc2.rmadlocal GC Install Active Directory From Media 43 MBS Completed s... rmad.local

Default-First-Site-Name

e

dcl.rmad.local

Progress

@ PREPARE TO START
& Validate parameters
@ Read computer network settings from backup
@ Ensure that Quest Recovery Media is available
@ Ensure that Forest Recovery Agent is installed and running
& Get information about computer
@ VERIFY RECOVERY PROJECT SETTINGS
& Run pre-recovery checks

11/8/2018 3:39:03 PM
11/8/2018 3:39:04 PM
11/8/2018 3:39:04 PM
11/8/2018 3:39:10 PM
11/8/2018 3:39:12 PM

11/8/2018 3:39:30 PM

1 Copy to clipboa Bl Save to file

uest

ForestOf| CH

5t =2

—

-

T Project 4 &

ZF7|™ 9l Validation &=

Where Next Meets Now.



H2. %-'rlk?_*

i

10101 O et

3 Restore Restore Restore
Create WinRE DC 1 Create WinRE DC 2 Create WinRE DC 3 l l DC2 l DC3 l l l l l l
ManualRecovery T DT S
A} 1 U
toBare Metal Restore from Configure | "7
backup AD v
e (—
Verify

.- Quest Recovery to Bare Metal

Configure
Quest RMADDRE

Verify

Wait for recovery
to complete

II- Quest Recovery to Clean 0OS

Quest

Recovery Process

Keyboard
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#3. HIO|E| validation ¥ Trust S+

A =t lojg}

WSB BMR ¢

&5

? RMAD ¢4 (AD,
@ Registry)

WSBBMR Y]

&

? RMAD Qi (AD,
\@ Registry)

WSBEBMR Y]

&

? RMAD "¢ (AD,
@ Registry)

+  Remove global catalog (if you did not specify to keep the existing global catalog)
+  Raise RID pool

+  Invalidate RID pool

+  Seize FSMO roles

= Clean up metadata of removed domain controllers
*  Reset the Krbigt password
#  Reset password for users in privileged groups

«  Reset computer account passwords

Tru St % __I.l. = Enable custom password filters

*  Restart domain controller in normal mode

» Reset trust passwords

Q U eSt Where Next Meets Now.



* Restore Active Directory from backup method @ PREPARE TO START

= Cta 35| 1mtel oozt O
ADET= Hed| Y ST e 2 ofe|d
*  Install Active Directory method @ Get information about computer from backup 3/5/2019 3:55:26 PM
e Reinstall Active Directory method @ Ensure that Quest Recovery Media is available 3/5/2019 3:55:26 PM o] 3HAI M e St

@ Wait for target machine booted from Quest Recovery Media 3/5/2019 3:55:29 PM " 1 8 7H —l O 2 o O | -1 0 El 01 [==}

Uninstall Active Directory method
* ! v O PREPARE FOR RESTORE FROM BACKUP

- ResioreSvsvOL Y — G e wBH40TolMe B ERAAR TAE
* Restore Active Directory on Clean OS method - PERFORM RESTORE FROM BACKUP
*  Bare Metal Active Directory Recovery method Restore disks from a Windows Server Backup Ol E__I-C‘,J. EE EI.J((;% xl.%§|_-c',;|. Z-Jol RMAD

Configure Forest Recovery Agent on restored machine
~ Restart domain controller in DSRM mode

* Do nothing method Disable Windows Update
Enable domain controller isolation

* Do not recover method

*  Adjust to Active Directory changes method Bring all disks online

Copy the backup file to domain controller

Restore data from backup

Restart domain controller in normal mode

Disable custom filters for passwords

Reset computer account passwords.
‘CONFIGURE DOMAIN CONTROLLER

Get information about computer

Select preferred DNS server

Remove global catalog if necessary

Raise RID pool

Invalidate RID pool

Seize FSMO roles

Clean “P of ved

Reset the Krbtgt password _
A G A e S e A S i e el e T SV S A
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eHHSE £ HOobd
= 22t0 7|8 AX|/EE TR S+ = 3CHA Malware & X|
N OS/E”OlE-I 231 (Restore) = |mmutable H—I]IE |:'||O|E-|
= Clean OS £ ( Rebuild ) H 3 (Secure Storage)

Quest

AD E3} 7|5
AtEetE HAE 2 7149

AB|2 0|53} X|2

=3 IHO A 27} 3
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e @ D6 s Bm ﬁ’%&&’e!

o Bsckup Agert Mansgement ~loc
{2 Computer Collections Swn
4 & Active Directory Bwin
4 9 rorest "questoi com” Dwn
g Al Domain Controllers S
2 g sites Bwn
{8 Defauit-First-Site-Name. S
2 (i Domains. Swn
4 @ questoi.com [WIN-1EOQPPOB4MU. questoi.cd e
a [ Deleted Objects -

v B System
+ [Bk Deleted-_msdcs questol.com
b (B -Deletzd-questol.com
b 6 Users
+ (6 Defender
+ 22 Builtin
b 13 Computers
b & Defender
b @@ Domain Controllers
b 3 ForeignSecurityPrincipals
b ' LostAndFound
b 3 Managed Service Accounts
b ' NTDS Quotat
+ '3 Program Data =
b 3 System
b 23 TPM Deviees
b 3 Users
4 & Sessions
B 2019-01-25 28 1142116 -
(B 2019-01-25 F 40356 - <N/A>
[} 2019-01-26 23 60218 - questol.com
(& 2019-01-27 27 £:00:08 - questol.com
[} 2019-01-28 2 £:00:08 - questol.com
[ 2019-01-20 23 £:00:20 - questoi com
[ 2019-01-30 £ £:00:34 - questol.com
[ 2019-01-31 23 6:00:40 - questoi.com
(B 2019-02-01 2B £:04:28 - quastol.com
2 2019-02-02 2 6:36:30 - questol.com
[ 2019-02-03 271 £:28.05 - questolcom
[ 2019-02-04 27 7:45:08 - questol.com
[ 2019-02-05 27 £:33:46 - questoi com
[ 2019-02-06 S £:21:23 - questoi.com
[ 2019-02-07 27 7:48:46 - questoi com
4 @ Backups.
Active Directory
@R AD LDS (ADAM) -

Ques

Domain
questol.com

_ questoi com

questol.com

. questoi.com

questol.com

_ questoi com

questoi com

. questol.com
. questoi.com

Date

2019-01-
2019-01-
2019-01-
2019-01-
-28 28 60218
2019-01-
2019-01-
2019-01-

201901

25 9T 11:4550
25 28 40640
26 2F 60404
27 27 6:03:30

29 27 60949
30 2% 60318
31 28 60330

2019-02-01 2 6:13:24

Size

57548 KB
86,502 KB
B6.677 KB
86913 KB
67,138 KB
87,362 KB
7,584 KB
67,803 KB
88,030 KB

0 hours)

Collection
questol.com
<M/As
questol com

questol.com
questoi.com

Select object to be processed:

LI TPM Devices

Administratar
[J£F Allowed RODC Password Replication Group
----- [1%3 ca_admin
[1£3 cert Publishers
€3 ChangeAuditor Administrators - DEFAULT
----- [1#3 ChangeAuditor Operators - DEFAULT
[J#3 ChangeAuditor Web Shared Overview Users - DEFAULT
----- 143 Cloneable Domain Controllers
[J£2 penied RODC Password Replication Group
[1€3 DnsAdmins
[1€3 DnsUpdateProxy
[J£3 pomain Admins
Domain Computers
[1£2 pomain Controllers
----- 143 Domain Guests
[1£3 pomain Users
[J£3 Enterprise Admins
----- 1€ Enterprise Read-only Demain Controllers
€2 Group Policy Creator Owners
..... O Guest
[1%2 hongso.chae
[ wbtat
1€ Protected Users
€3 RAS and IAS Servers
----- [1€F read-only Domain Controllers

142 reporter_Reporting_Operators
143 root
----- [1€F Schema Admins
C193 sfsdmin
----- 143 TelhetClients
€3 wirRMRemoteWMIUsers__
O CN=Configuration, DC =questoi,DC=com
=] cN=5chema,CN=Configuration,DC=questoi,DC=com
&P pc=ForestbnszZones,DC= questoi,DC-com
[ J& DC=DomainDnsZones,DC=questoi

¥ Show advanced objects
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Online Restore Wizard

Operation Progress
Wait while the wizard perfoerms the cperation. When the operation is completed, click

Next.
Target. |WH\I71 EOQPPO24MU.questoi.com
Status: IThe wizard has compared the objects.
Processing: |
Progress ]
Objects total |34 Errors occurred: 0

Different objects:

Export errors...

uest

(=1

O
—

Operation:

Finished on: 2/11/2019 3:13:19 PM

Source backup:
Target live computer: WIN-1EQQPPOS4MU. questoi.com
Number of processed objects: 34

Operation status: Completed successfully

This report provides information about:  Added, deleted, and modified objects.

Added, deleted, and modified attributes.

Number of objects by type of change

Compare backup against live computer

C:'ProgramData\Quest\Recovery Manager for Active Directory\Backups\WIN-
1EQQPPO&4MU. questoi.com|2019-01-25 11-42-45,bkf (1/25/2019 11:45:50 AM)

Expand all | Collapse all

Object DN * Objectclass ¥ I:g:g‘g ° Modifiedby ¥
CN=Administrator, CN=Users,DC =questoi,DC=com User Modified

CM=ca_admin,CM=Users,DC =questoi,DC=com User Deleted

CN=Domain Admins,CM=Users DC=questoi,DC=com  Group Modified
CN=sfadmin,CN=Users,DC=questoi,DC=com User Madified

CN=Users,DC=questoi, DC=com Container Modified
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= : ® 2E 22 RMADOA AtE 22 Nz| ==
mEA oo % RMAD H_ll'l % E A= [=)
. I AD H[O|E 23
A Active Directory
[ sysvoL l
Domain controller
A Active Directory
[ sysvoL
@¢ Windows OS
& 22 0s t
# DCE 5%
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MEZ=2/7|E ot=H 00l BMR S+

éa 28 9= pC A rl'\;ic;g\r/gry Manager bare metal = 2318 pC
E Hard disk - Recovery image 5 Hard disk 1=

==

== System Volume System Volume

E;) Windows Recovery Environment

= Boot Volume Boot Volume

E Hard dISk 2 ................

= DIT Volume

== Logs Volume

E Hard dISk3 ................
i = sysvoL

0k Chipset

E Network controller

£ BMR data

ok New chipset driver

l- New network controller driver

Custom device drivers

ok Chipset driver

l- Network controller driver

Quest

== DIT Volume

=
=

&2 Hard disk 2+
=
=

Logs Volume

E Hard disk 3+
{ = sysvoL 5

Chipset

I- Network controller
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XAl Malware QXIS £ EFX]

L £
= 3THA| EIX| (SHAHAIE, A o], 5+ Al’é*.)

A\ Recovery Manager for AD

| RMAD ¢ @ )

 xx ? AD, SYSVOL =¢
T = o|5 o H
BMR H_Iﬂﬁ Té Si:: QAnUV”’US AJ"'ET-IIo-I

A/ E o/0/x]

‘ ................................................................................................................ e
— PR I —
@ 125 AD, SYSVOL 2e - — S r@ r@ EEID > =7

S
@@I} BMR ¢

WENRT 7P

—— SYSVOL H|O|E{ X3
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File View Action Tools Help

B Verify Settings  £F Create L ¥/ Select DCs.. B+ Add Computer...

Source Active Directory forest: acme.test Total computers:3 Connected to: vcenter.acme.test (VMware vCents

Computer Name

Target Type Target FSMO Roles = Target Network Forest Recovery Agent  VMware Agent = Operation Status = Operation Domail
~ acme.test (3) A A I A E —t 7:| A-I
B dclacmedtest Gc PR SD 192.168.0.1 on Intemal Virtual Network 8605302 55 Completed @ Get source computer co... acmets | | 1 - 7'| | E‘I Ql' ?‘
§ dc2acmetest DC 1 192.168.0.2 on Internal Virtual Network 8.6.0.5302 55 Completed @ Get source computer co... acmett [E— — 1= O o
’ dc3.acme.test GC 192.168.0.3 on Internal Virtual Network 8.6.0.5302 55 Completed &P Get source computer co... acme.tt

i Enable Network Adapters

.?g The virtual lab has been successfully created.

T i v |

Target Virtual Machine

To enable network adapters in the virtual lab, review the settings below, and then click Enable.

Source Computer Access i\ Ensure the virtual lab is isolated from the production environment.

Name: dclacme.test (Virtual Lab) User name: acme\administrator
Target Virtual Machi... Domain MNetwork IP Address DMS Addresses
VMfolder:  [Virtual Machines v]  Password: o .
~ @@ VM Network non-phys (on 10.30.66.24)
Host _
l anee ] Source Computer Details _§ shiraz.wine.msk.qg... wine.msk.gsft VM Metwork non-phys (... 192.168.0.2 192.168.0.27
Name: 103066 -
Openting system:  Windows 2003 P fonseca.portwine.. portwinemskgsft VM Netwaork non-phys (... 192.168.0.3 192.168.0.27
Storage: datastore1 5 Numberof 1 .
Space available: 465 GB free of 931 GB Memory (RAM): 512MB ; encmaticwine.ms... MNon-domain contr... VM Network non-phys (... 192.168.0.27 192.168.0.27

Quest

Network adapters: 1
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Hybrid Solution

On-premises

Intranet

NEE «

Enterprise apps

BEE |- ., o

Systems & services

‘ o ,
Automatic coordination of the recovery process

.

|

T
&_?

Microsoft Azure
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Quest

On Demand

Dashboard

Needs your attention!

ALL SYSTEMS OPERATIONAL

Group Management

58 587 4“0

=
=

10,057

Migration

License Management

$45.2K

ViEw LCEnsts

=x

ALL CONSENTS GRANTED

°
126 4,925
Recovery
oA
o
o
o
UNCH €
Audit
$26.4K o
= ~,
Bl s 3%
o % 44K

LAUNCH AT

Quest

ISO/IEC 27001:2013 ISO/IEC 27017:2015 ISO/IEC 27018:2019
MANAGEMENT SYSTEM CODE OF PRACTICE CODE OF PRACTICE

PECB MS

ATTESTED

PECB MS

CERTIFIED

PECB MS

ATTESTED

AAAAAAIAD

Office 365 licenses

Mailbox

Application role assignments

Office 365 groups & Teams membership

Multi-factor authentication & password reset configuration

Azure AD Roles membership

Conditional Access Policies rules

Custom properties for cloud applications

SharePoint permissions

“ghl st B 0|E{ 2 K| @
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Forrester Report

FORRESTER @ EXECUTIVE SUMMARY

The Total Economic Impact™
Of Quest Recovery Manager For
Active Di y Di R
Edition

Avoided Costs, Losses, And Excess Labor By

Recovering Faster With Quest Recovery Manager For
Active Directory Disaster Recovery Edition

s 4

FEBRUARY 2023

$470.3K

a1 Costofone hour of downtime during

ransomware aflaci Intenviews $730,000 $730.000 §730,000

pz  Hourstorecover Active Directory without

Quest MAD DRE Interviews 30 30 30

I gﬁgs'“”“"i”?m“m’“m araz 521,000,000 $21,900,000 521,900,000

Reduction in ime Lo recover Active Intenviews 85% B8% 90%

At Dractory due to Quest RMAD DRE

“There are other backup tools out
there, but they don’t do the automation
or orchestration. They don’t give my
business the same level of guarantee. Bt Ponemon - - -

Hours to recover Active Directory with .
Cueet RMAD DRE oy AZ'(1-A9) 45 36 30

AS

Directary each year

Faster and more accurate recovery from
At adisaster scenano (weighted by AGTAT 279,225 $280.080 5205 650
likefhood of atlack)

In the end, RMAD DRE is best-of-

Quest

breed.”

— Vice president of enterp
provider

, managed service

Risk adustmen

A

Faster and more sccurate recovery from
a disastar scenano (weighted by
likeihood of attack) (risk-adjustad)

Three-year total: $820,757

$265,264 $274.626 $280,868

Three-year present value: $679,132
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