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FORRESTER

The Total Economic Impact™
Of Quest Recovery Manager For
Active Directory Disaster Recovery
Edition

Cost Savings And Business Benefits

Enabled By Recovery Manager For Quest Active
Directory Disaster Recovery Edition

FEBRUARY 2023

)Juest

ore Accurate Recovery From A Disaster Scenario (Weighted By Likel

3 ZF $820K(2F 109 7))l &4

ood Of Attack)

Cost of one hour of downtime during
ransomware attack

Interviews

$730,000

$730,000

$730,000

Hours to recover Active Directory without
Quest RMAD DRE

Interviews

30

30

30

Business losses during Active Directory
recovery

AT*A2

$21,900,000

$21,900,000

$21,900,000

Reduction in time to recover Active
Directory due to Quest RMAD DRE

Interviews

85%

88%

90%

Hours to recover Active Directory with

Quest RMAD DRE

Business value protected due to Quest
RMAD DRE during the event of a
ransomware attack

A2*(1-Ad)

A3*A4

45

$18,615,000

36

$19,272,000

3.0

$19,710,000

Average likelihood of a successful
ransomware attack impacting Active
Directory each year

Ponemon

1.5%

1.5%

1.5%

Faster and more accurate recovery from
a disaster scenario (weighted by
likelihood of attack)

AG*AT

$279,225

$289,080

$295 650

Risk adjustment

15%

Faster and more accurate recovery from
a disaster scenario (weighted by
likelihood of attack) (risk-adjusted)

Three-year total: $820,757

$265,264

Three-year present value: $679,132

$274,626
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On-Prem AD

Accidental changes/deletions to Active Directory 75%

Active Directory corruptionl

AN

= o] E
Employee or ex-employee malicious incidents
= MH|A
Schema changes/extensions to Active Directory
- HORY

Natural disasters

/

Cyber-terrorism (extemal malicious incidents)l

None of these

0% 10% 20% 30% 40% 50% 60% 70% 80%

|u
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(RMAD DRE - Recovery Manager for AD DRE)
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RMADE ¢t =
* Restore Active Directory from backup method

Type of disaster * Install Active Directory method
+ Reinstall Active Directory method
*  Uninstall Active Directory method
* Restore SYSVOL

A ;
ﬂ ? * Bare Metal Active Directory Recovery method
“‘ 11 A s * Do not recover method

Clesn up metadata of removed doman controllers

— > )
* Restore Active Directory on Clean OS5 method
A
. - . . D th thod
Data Corruption Database Corruption AD Forest Corruption Complete Corruption v Cenomnamene
*  Adjust to Active Directory changes method
Do you need to Can the computer be Are your DCs Your AD environment is
7 i = [ =
restore started bootable? inaccessible, attacked, BE B XS3E0 K

the whole directory? in DS Restore Mode? lost, or fully destroyed. ———— 7
@ Getinlormutionsbout computer o o ¢
@ Ensure that Quest Recovery Media is aveilable £
@ Wit for target machine booted from Quest Recovery Media ]
© PREPARE FOR RESTORE FROM BACKUP 2
© Wi pre-cocoviny checks :
PERFORM RESTORE FROM BACKUP "
Restore disks from & Windows Server Backup 59
Comiigume Forest Recovery At oo sestorsd machine 4
Rt i ol R i 7
Dbl Windows Upise /
Enable domain controlier isolation "/
Bring a# disks online 2
Use Granular Use Complete Use Bare Metal Use RMADFE Recovery el ek 4
Online Restore Offline Restore Recovery or Restore Methods St dom s R o ke i
on Clean OS5 st compoteraccount passmcrcs 7
'CONFIGURE DOMAIN CONTROLLER ‘J
* ey o :
Select preferred DNS server 4
y Remove global catalog # necessary 7
Rasse RID poal 7
Incaldate RID pool >
Seize FSMO roles s
4
1

; ,-f/r.;d;mm///A,»"»//rl./.w.,..,u,/-./'/"
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Mert Obiact i Barkin Backup Selection
% Browse and '::""-:" b You can select a backup containing Active Directory components to be restored
Select object ko be processed:
i Locate the backup under computer name:
; = DC1.madlocal
: DJ Buitin grﬂns:zrzczomaommge 0days)
#-[]_3 Computers & E%Fém:
D.j Domain Conkrollers ¥ &5 DIT Datzbase
‘O3 ForeignSecurityPrincipals .IV SYSVOL
Ol Infrastructure S Socmiil
r;‘-' LostAndFound I ] Performance Courters
[O_ Managed Service Accounts
- [FE NTDS Quotas
[ﬁ Quotal To register a new backup file. diick Register. Begster |
- Program Data
#-J0 System <Back Nex > Cancel | Hep |
H-[J_ Users
#-CJlE] <N=Configuration, DC=RMAD, DC=local
EI OEl ch=5chema,CN=Configuration, DC=RMAD,DC=local
EI DC=AppObjPart, DC=RAMAD, DC=local
EI D DC=ForestDnsZones,DC=RMAD,DC=local
D@ DC=DomainDnsZones, DC=RMAD, DC=local
¥ show advanced objects
Active DirectoryA{H|A0 2R
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Operation: Compare backup against ive computer
Finished on: 2/11/2019 3:13:19 PM
C:\ProgramData\Quest\Recovery Manager for Active Directory \Backups\WIN-

Select object to be processed:

Operation Progress

P~ LI TPV Devices ~ Wait while the wizard performs the cperation. When the operation is completed, click Source backup: 1EOQPPOBAML. questoi.com\2015-01-25 11-42-45.bkf (1/25/2019 11:45:50 AM)
=-03 Mext Target live computer: WIN-1EOQPPOS4MU. questoi.com
£ Ad trato
143 Allowed RODC Password Replication Group Number of processed objects: 34
~[1%3 ca_admin Operation status: Completed successfully
148 cert Publishers Target: |W|N-1 ECQPPOB4MU.questol.com This report provides information about:  Added, deleted, and modified objects.

[1€F ChangeAuditor Administrators - DEFAULT

DI ooty cowrs STMT | er Sus [T iz s compared e ot s, e, s et e
-[]1€2 Cloneable Domain Cantrollers

[1€F Denied RODC Password Replication Group
~[1£2 DnsAdmins

143 DrsUpdateProxy
-C14Z Domain Admins Progress: - |

143 Domain Computers

[1£E Domain Controllers
-[143 pomain Guests

D u
Eg E:‘:?S,s:i:mm Objects total: 34 Errors occurred: 0 Expandall | Collapse all

[1€F Enterprise Read-only Domain Contrallers

~[1#3 Group Palicy Creator Owners Different objects: 5 Export errors.

Processing: I

Number of objects by type of change

C1£2 Guest Object DN * Objectclass * 1ypeof * Modified :
[1%Z hongso.chae b3 b3 change by
143 kbrgt CN=Administrator CN=Users,DC—questo, DC=com _ User Modified
Protected Users -
E% RAS and IAS Servers = CN=ca_admin, CN=Lsers, DC =questoi, DC=com User Deleted
Read-only Domain Controllers " . 3 - -
Eg Reporter_Discovery_Admins <SE@) I [FETE I Y | e CN=Domain Admins,CN=Users,DC=questoi,DC=com  Group Modified
143 Reporter_Reporting_Admins CN=sfadmin,CN=Users,DC=questoi,DC=com User Modified
-] Re ter_R i O tor
E‘g o eperin Bperators CN=Users,DC=questal,DC=com Container Modified
[1€F schema Admins
-[C1%2 sfadmin
[1£F TelnetClients

~[1£2 WinRMRemoteWMIUsers__

1-[1[E) cM=Configuration,DC =questol,DC=com

o ][ chema, CM=Configuration,DC=questoi,DC =com
-orestDnsZones,DC =questoi,DC =com

1] DC=DomainDnsZones,DC=guestoi,DC=com

W Show advanced objects

cance
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=] =H YA=DC

E Hard dISk 1 ................

== System Volume

==
== Boot Volume

E Hard dISk 2 ................
=

DIT Volume

== Logs Volume

£ Hard disk 3
= sysvoL ‘

{0OE Chipset

E Network controller

A Recovery Manager bare metal
restore

Recovery image

EE_> Windows Recovery Environment
£ BMR data

ok New chipset driver

New network controller driver

Custom device drivers

Chipset driver

l- Network controller driver

Z1+E DC

Hard dISk 1 ................

System Volume

Boot Volume

Hard d|Sk 2 ................
DIT Volume

@ D @ D

Logs Volume

£ Hard disk 3
i = sysvoL

Chipset

I- Network controller

Quest
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ELIDN o 422 058 ZEEx| &2 M5 51=90f(7Hteho] 2]

@ 715 & Mo| RMAD ¥ 2 MEH
£ @
[ [ |

o s AD GO 23
@ Active Directory

D SYSVOL ‘

deDC

@ BE 72 RMADOIM X2 2 X3 —_—

Domain controller

@ Active Directory

A StE o [ sysvoL
{é}a& Windows 0S
- 1
@* oS L DCESH

18712 471t 40THAIe] 57 g E X&2t

Quest
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File View Action Tools Help

¥ Verify Settings ~ Start Recovery

»Continde R

¥“Backup Criteria.. 2 Configure Alerts..

Active Directory forest: rmad.ocal DCs to be processed: 30f3 Domains to be processed: 2 of 2
Pending DCs: 0 Succeeded DCs: 3 Failed DCs: 0
Elapsed time: 000027 NG

Computer -

11" Configure Pauses.. &8 Configure Schedule..

£* dct.rmad.local

Progress

@ PREPARE TO START

& Validate parameters

11/8/2018 3:39:03 PM
@ Read computer network settings from backup 11/8/2018 3:39:04 PM
@ Ensure that Quest Recovery Media is available 11/8/2018 3:39:04 PM
@ Ensure that Forest Recovery Agent is installed and running 11/8/2018 3:39:10 PM

& Get information about computer

@ VERIFY RECOVERY PROJECT SETTINGS

11/8/2018 3:39:12 PM

@ Run pre-recovery checks 11/8/2018 3:39:30 PM

Type |~ Recovery Method ~ | Status Domain | FSMORole |+ | Site -
B childdcl.second.rmad.local GC Bare Metal Active Directory Recovery 43 MBS Completed s...  second.rmad.local Default-First-Site-Name
® dcl.rmad.local GC Bare Metal Active Directory Recovery ) - C s.. rmad.local Default-First-Site-Name
B pc2rmadiocal GC Install Active Directory From Media 48 MBS Completed s..  rmad.local Default-First-Site-Name

1 Copy to clipboa Bl Save to file

Quest

ForestOf| Lot = Project g 2

ZF7|™ 9l Validation &=

= Restore Active Directory from backup method
*« |nstall Active Directory method

* Reinstall Active Directory method

*  Uninstall Active Directory method

s Restore SYSVOL

* Restore Active Directory on Clean OS method
*  Bare Metal Active Directory Recovery method
* Do not recover method

* Do nothing method

= Adjust lo Active Directory changes method
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A =t lojg}

WSB BMR ¢

&5

? RMAD ¢4 (AD,
@ Registry)

WSBBMR Y]

&

? RMAD Qi (AD,
\@ Registry)

WSBEBMR Y]

&

? RMAD "¢ (AD,
@ Registry)

= Remove global catalog (if you did not specify to keep the existing global catalog)

#  Raise RID pool

# Invalidate RID pool
*  Seize FSMO roles
= Clean up metadata of removed domain controllers
+  Reset the Krbigt password
= Reset password for users in privileged groups
= Reset computer account passwords
Tru St % ;]_ =  Enable custom password filters
#  Restart domain controller in normal mode

* Reset trust passwords
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Agent-based restore

Number of objects - Required time
= 1000 -20 - 40 sec
« 10000 - 04 - 06 min
= 50000 - 23 - 34 min

Quest

S

OO 1O it

Create WinREDC 1 Create WinREDC 2 Create WinRE DC 3 l

Restore Restore Restore
DC1 DC2 DC3

ManualRecovery
to Bare Metal
l- Quest Recovery to Bare Metal
‘ N o ~
Configure Verify Waitfor recovery
Quest RMADDRE conﬁguration to complete
T . ’
l ; - Lt

II- Quest Recovery to Clean 0OS

Restore from Configure '\_{_"
backup AD v
e
Verify

H
i
i
i ADreplication

Keyboard
Recovery Process Time
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Azure AD =

Quest  OnDemand

Dashboard @ [avenrss

o o
336 10,087 126 4925 94 sos
Needs your attention! Migration Recovery
v
. e .
ALL SYSTEMS OPERATIONAL ¥ ALL CONSENTS GRANTED
.r { u
. o
a—
Group Management License Management Audit
58 587 40 $45.2K $26.4K o ] 1
B oen 303 B seorey Bl Orenserten
' o~ [ -, e
: BN e %
I | I I l I I - 1 % o
M B R g e g R R =
wew uctnsts omeH Ao

Quest

ISO/IEC 27001:2013 ISO/IEC 27017:2015 ISO/IEC 27018:2019
MANAGEMENT SYSTEM CODE OF PRACTICE CODE OF PRACTICE

PECB MS

ATTESTED

PECB MS

CERTIFIED

PECB MS

ATTESTED

Office 365 licenses

Mailbox

Application role assignments

Office 365 groups & Teams membership

Multi-factor authentication & password reset configuration

Azure AD Roles membership

Conditional Access Policies rules

Custom properties for cloud applications

AAAAAAIAD

SharePoint permissions

“g st K| O|Ef 7 K| Q"
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File View Action Tools Help

B Verify Settings  £F Create L ¥/ Select DCs.. B+ Add Computer...
Source Active Directory forest: acme.test Total computers:3 Connected to: vcenter.acme.test (VMware vCent
Computer Name Target Type ~ Target FSMO Roles | Target Network Forest Recovery Agent  VMware Agent | Operation Status = Operation Domait
L | ANETIA AM
B dclacmedtest Gc PR SD 192.168.0.1 on Internal Virtual Network 8605302 55 Completed @ Get source computer co... acmets | | -1 7 E 2 (@) o
§ dc2acmetest DC 1 192.168.0.2 on Internal Virtual Network 8.6.0.5302 55 Completed @ Get source computer co... acmett [E— —
’ dc3.acme.test GC 192.168.0.3 on Internal Virtual Network 8.6.0.5302 L3 Completed &P Get source computer co... acme.tt

i Enable Network Adapters

.?g The virtual lab has been successfully created.

g o ,
soeis A ‘ Ll m To enable network adapters in the virtual lab, review the settings below, and then click Enable.

Sovget Victd Mt biis Saamce Computer Acces /i Ensure the virtual lab is isolated from the production environment.
Name: dcl.acme.test (Virtual Lab) User name: acme\administrator

Target Virtual Machi... | Domain Network 1P Address DNS Addresses
VMfolder:  [Virtual Machines v]  Password: o .

~ @@ VM Network non-phys (on 10.30.66.24)
Host -
N [10.306670 ] Source Computer Details _§ shiraz.wine.msk.qg... wine.msk.gsft VM Metwork non-phys (... 192.168.0.2 192.168.0.27

ame: .66. o
Openting system:  Windows 2003 P fonseca.portwine.. portwinemskgsft VM Netwaork non-phys (... 192.168.0.3 192.168.0.27

Scho ke T e : ] o Non-domai VM N K h 192.168.0.27 192.168.0.27
Space available: 465 GB free of 931 GB Memory (RAM): 512 M8 snomaticwinems... Mon-domain contr... etwork non-phys (... e e

Network adapters: 1

Quest
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g Data Center 1

RMAD Server

Secure

Console

Microsoft Azure
Blob Storage 01

Cloud

Backup
Commands

Data Center 2

o

S
bDC @_ DC _@
Backup Backup
Agent Agent

© on| Elere
Backup Backup
Agent Agent

¢ Backup
Over SMB
-

-—

S —

= | Pull over
Backups SMB

Backups

Backup
““—oversme

Tier1
Storage

w

<

Backups

| Pull over
SMB

Backups

Storage
Agent

DCOi| AgentS & X|5t0] S5t

1At 7| = Ao

2Kt 2 Immutable 2 &
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Restore vs. Rebuild — Strategies for Recovering
Applications After a Ransomware Attack

Published 2 March 2022 - 1D G00761039 - 11 min read
By Analyst(s): Nik Simpson, Ron Blair

“If possible, invest in dedicated tools for
Active Directory recovery ... enterprise
backup tools are often not fit for (this)
purpose.”
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Group Polcies

__Jan)

Shares Users

Group Policies

=

Shares.

Trust(Replication)

in | &8 icn | B8]
o e 0 B o e 0 B

Lapiop  Workstasons  Priners  Mobile devices  Servers Lapiop  Workstations  Priners  Moble devices  Servers.

Domain

File(NTDS.dit, Registry, SYSVOL)

Domain

Windows Server
L

Quest

Hi2f = = X} O]

Quest RMAD DRE

MH| A B A Q] g U =3

Legacy Backup

Oos(utg) 2ol e 8l =
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Use Case #1

Legacy Backup
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Use Case #2 : GPO =

Quest RMAD l Legacy Backup

=8 AlE1F Hw
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MAH| Forest Lt

Legacy Backup

Quest RMAD
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On-Prem / Azure AD

Aaure D
securily grove:

* Exchange

Migrate - ¢
From:

+ Lotus Notes
+ Office 365

Archives

« Office 365 2H0[ {42 |2|

+ AD DR

=3

Users!

Quest
On Demand

Q -

* Active Directory + OneDrve

pxd

Offce 365

-

* File shares
+ BowDropbox

Windows Server
Exchange
ShacePoint

Skype for
Business

SOL Server

0|
=

—> 0toj 30| M Wigrate To: - “on

« Actve Directory + Ot
+ Exchange . To

Azure AD

Exchange Oniine

SharePoint Online

Teams
OneDrive

for Business

ACTIVE
DIRECTORY

=g A&
Opo|32AZEQ| VDI E2M A7 U
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Gartner

2022 |AM Best Practices for Active Directory

Quest and our company One Identity are listed as an
example vendor more than double any other company!

Gartner, IAM Best Practices for Active Directory, March 2022, Paul Rabinovich

Active Directory migration

AD monitoring, reporting and analytics

Active Directory threat detection and response

Active Directory backup

Specialized AD management

Access management

Least privilege & separation of duty

General-purpose PAM tools

Active Directory bridging software to integrate non-Windows systems
Identity governance and administration (IGA)

Architectures for multiforest environments
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Where Next Meets Now.
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