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What?
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Intelligence != Information

1. A=l
Defining a CTIl mission & setting goal

Identifying the attack surface
and the most valuable assets

A X|
2. Ty

Defining what should be collected to
fulfill requirements/planning

6. I[| =

Stakeholders reviewing the
final intelligence product and
make a comment based on
their planning phase

3. X2
Data is stored, sanitized,

and converted into
a meaningful information

CF
5. M4
Delivering finished intelligence
to stakeholders at the right time

4. 2M

Loy |
Processed information is analyzed,
interpreted , and converted into
actionable threat intelligence
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Intelligence with Stakeholders

1. 4=
Defining a CTIl mission & setting goal

Identifying the attack surface
O O O and the most valuable assets

1X—" 6.mc

Stakeholders reviewing the
final intelligence product and
make a comment based on
their planning phase

A XI
2. Ty

Defining what should be collected to
fulfill requirements/planning

3. X2
Data is stored, sanitized,

and converted into
a meaningful information

=P8

Ly |
Processed information is analyzed,
interpreted , and converted into
actionable threat intelligence

CF
5. Ixj E
Delivering finished intelligence
to stakeholders at the right time
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Why?
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The role of intelligence is to inform the
decision-making process, support the
policies, and provide knowledge and
decision advantages for the policy maker
(Amanda J. Gookins)
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_ Vulnerabiity
_ Incidents
| DataBreach
_ ThreatActor
(___Abusing

Z}= F|oN M (Spring4shell, Log4shell, Dirty-Pipe, Proxyshell) ...

LAPSUS$, Gwisin, BGP 50|12,

S 28, L3 7|8t 7= AO|E, 22 O|C|0], E2| O3, BEHE &0 ==&

HIE Ol ...

o)zt

— -

=/t e SF 35, AMO[H HE| 2], B/CI3E ZE AFEXL ...

FAFEMHIQ!, e M| A/F-EUE

or2ot 54 (Living-Off-the-Land Attacks) ...
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N[ R R EIRS B L ESS 2 W Original & Exclusive

L Malware T, A, Ul B0, RIAF0Y
N Vuinerability 215 FAH "E (Spring4shell, Log4shell, Dirty-Pipe, Proxyshell) ...
L Incidents LAPSUSS, Gwisin, BGP SHO[ZHZ, &= O] ..
( DataBreach T I O V[BERE AO|E, A8 0T, 2o O3, EHE Mol ==& QI 88
( ThreatActor =/t 54 &, A0 HE| 4] E/C 7 2 ARSKT .
L Abusing FAFEMHCL H& MH|A/FHOE 2rget 54 (Living-Off-the-Land Attacks) ..
W  TALONREPORT (9NTC, %o, 9818 5 7“‘*51 QEYUURE M cEHE ),
Professional Service (*'OH*LT’_ AL |l ZARIXO| I1H°* Xt [Take-Down] ... ), S2Gehter (F1FLIE]),

Active Intelligence (=2 247 =5l °|°41E M AL HERY 2 51 T T Hlg, 2HELISHRE A L)
Exclusive Intelligence (72 40| =2 ZHAL HES 2 HE - T 80% O[4)
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How?
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1) HOkALLD ThE| T M| A =

2) 30 SOC 7|& =& (of: SIEM, EDR, IDS, IPS ..))

3) SE W 9 J|SS RS £ Y WS 44 U XS S 4 ojop &

(O: IoC, YARA Rules, Credentials, Attack Surface Monitoring ...)
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When?

Who?
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N Malware
N Vulnerability
N Incidents
( DataBreach
( ThreatActor
L Abusing
Cyber Threat
Intelligence
Contents
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( ThreatActor
L Abusing

Cyber Threat

Intelligence Technical

Contents
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Vulnerability
N Incidents
( DataBreach
( ThreatActor
L Abusing
Cyber Threat
Intelligence
Contents
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Technical
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Malware

( Vulnerability
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( Vulnerability
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Threat Actor
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Cyber Threat
Intelligence
Contents

Technical
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Cyber Threat
Intelligence
Contents

Technical
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Conclusion



a8

For [adfelsElell= Intelligence
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Where?
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Safe and Secure World
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The information contained in this document is proprietary and confidential.
If you are not the intended recipient, please note that any use or circulation of this document may be cause for legal action.
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