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i REUTERS April 13, 2026

"

Experts warn Mythos could expose
legacy banking systems to
unprecedented cyber risks

Reuters

$3% ISACA. April 17, 2026

“Time to exploit new vulnerabilities
has been reduced from days or weeks
to mere hours”

ISACA
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https://www.chapman.com/publication-federal-court-rules-that-ai-generated-documents-are-not-protected-by-privilege
https://www.reuters.com/legal/litigation/ai-boosted-hacks-with-anthropics-mythos-could-have-dire-consequences-banks-2026-04-13/
https://www.weforum.org/stories/2026/04/anthropic-mythos-ai-cybersecurity/
https://www.securityweek.com/anthropic-unveils-claude-mythos-a-cybersecurity-breakthrough-that-could-also-supercharge-attacks/
https://www.isaca.org/resources/news-and-trends/industry-news/2026/claude-mythos-is-redefining-the-cyberthreat-landscape
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Initial malicious Take control of one Lateral movement Rapidly encrypt data Lock down and
access server demand ransom

End-to-End Cyber Resilience
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Cyber Compliance
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Al Powered Threat Analytics

Security Service Platform

VISIBILITY | REPORTING | AUTOMATION

Advanced Threat

Prevention
IDS/IPS | MPS | NTA/NDR

Distributed Firewall E@ Gateway Firewall

EAST-WEST PROTECTION NORTH-SOUTH PROTECTION
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Cybersecurity Recommendations vDefend + Avi: Multi-layer Cybersecurity
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Stage 4
Stage 2 Infrastructure (Shared) Services Protection
Stage 1 Segmentation Assessment

Macro-Seg
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vDefend Console

‘,

vDefend Security
Segmentation Score

Score Factor

Distributed Firewall In Operation
Security Feature Activation

Infrastructure Protection
Percentage of protected Infrastructure traffic

Environment Protection

Percentage of al compute coverod by at least
One emironment rule and number of
environment pairs in Biocked mode

Application Workload Protection
Percentage of protected workioad, thes
criticaity, traffic and presence of deny rules.

Workloads without Obsolete OS &
Risky Protocols

Percentage of workioad not at risk of obsolete
OS5 nor allowing connections via risky protocols

Score Factor Progress Current Score

Score Breakdown
Statedis Distrdnstoo < Matcious ©

25125 25725
Firewal Actvated “~ Protection Activated

Scoee Detals
Percentage of e Petcentage Of AR
/28 Ervionmaent Pars W25  Computes Covered
n BOCaRd mMoae By Al Least One
Envircnment Ruse *

Score Breakdown

e ANDDRCALION Work
A0 Coverage

ney Applcation Trafc
10
L Coverage

Stage-1: Segmentation Assessment & Report

vmware
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vmw yvDefend O\ O Q @ v admin v
Home Security Journey Monitor & Plan Inventory System
Secu rlty Jou rney Show Journey Status on Homepage  (?)

vDefend Security Journey Starts Here!

The Security Journey prescribes a multi-stage segmentation workflow to speed up zero trust
implementation with VMware vDefend Distributed Firewall. Continuous monitoring at each stage
highlights any deviations and allows recalibration of security posture. No Existing Score Available

CALCULATE SCORE

A

Instruction: Track progress by clicking the stage indicator O to mark it "Reviewed"

0O out of 4 stages reviewed

O Assess Segmentation Posture %
O Secure Infrastructure Shared Services >
O Create and Secure Environments >

O Micro-Segment Applications >



Refer to the Appendix A for a detailed explanation of the Security Segmentation Scoring methodology. Subsequent
chapters of this report offer an in-depth analysis for workload categories, their traffic and related risks along with a set
of recommended best practices for implementation.

36711

At-Risk Entry Points

11

At-Risk Communication Chains

66078/66078

Workloads Within Blast Radius

2.17M/2.18M

Unprotected Unique Flows

vmware

by Broadcom
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At-risk Workloads that can potentially act as entry points for lateral
movement in the data center.

Communication chains with at least one at-risk workload having some
unprotected traffic.

Workloads part of an at-risk communication chain that could become
target of lateral movement because of unprotected traffic.

Number of unprotected data flows hitting default allow rule.

Security Segmentation Report | 8
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Stage 2 Infrastructure (Shared) Services Protection

O
Stage 1 Segmentation Assessment @ 1 week
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vDefend Console

] [ NTP

Rogue LDAP server \ﬁg‘ a a Rogue NTP server
'\
N\

AD / LDAP ][ ][ SYSLOG

7/
/

\ /

VCF
E’é‘l\ vCenter Ops ;%Ea[l
BLOCK N 7 BLOCK

Avi vDefend
Controller Mgr

Stage-2: Infrastructure (Shared) Services Protection
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vmw yDefend O O Q @ v admin

N ~N

Home Security Journey Monitor & Plan Inventory System
» - - .
Segmentation Monitoring | Go TO SEGMENTATION PLANNING D | @
()
S— Infrastructure Services Environments Applications
Summary - | Last7 Days -
O
® 1/14 SERVICES AVAILABLE FOR UPDATE SECURITY RULES
| @ New Detected Servers No Recommended Rules @) Missing Some Recommended Rules (@) With All Recommended Rules @)
10 | REVIEW & ADD RULES |
(&
| UPDATE INFRASTRUCTURE ASSETS | S (@) 5
@ Auto-Discovered Untrusted Recom mendatlﬁﬁr&y lnfrlastructure Service and more =
® Infrastructure Service Infrastructure Asset New Detected Servers @ Security Rules
@
>  DNS-UDP 5] DNS-UDP_Group 10 (Trafﬂc Rule) (Lockdown Rule ) View ACTION v
® > LDAP [} LDAP_Group (Trafﬂc Rule) (Lockdown Rule ) View ACTION v
i3
>  Syslog 3 Syslog_Group (Trattic Rule ) ((Lockdown Rule ) View ACTION Vv
> NTP &) NTP_Group CTrafﬁc Rule) Gockdown Rule ) View ACTION v
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Stage 2 Infrastructure (Shared) Services Protection
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vDefend Console

PROD
Environment

DEV
Environment

axn)

DMZ
Environment

Stage-3: Environment-based Protection
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PROD
Environment

Environment

axn)

Environment

Stage-3: Environment-based Protection
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vmw vDefend

Home Security Journey Monitor & Plan Inventory System
&« - 2
Monitor & Plan Overview
@ Overview ‘ : S
Security Posture Secunty Explorer Segmentation Monitoring Network Detection & Response Threat Monitoring Firewall Insights
Security Intelligence

@ Security Explorer
® Segmentation Planning
© Segmentation Monitoring

&1 Policy Recommendations

Threat Monitoring

® Network Detection & Res._.
® Malware Prevention

@ Suspicious Traffic

Reports
8 Security Segmentation R_

> Flow Export

Infrastructure Services Environments Applications

@ Publishing or starting discovery of recommendation(s) for inter-environment pairs. The process can take some time. Check later to view the updates; a page refresh may be needed.

= (proa x) ((dev x) v
J‘n

2 out of 2 environments selected. (© Reset to Detault @

ENVIRONMENTS COUNT PROTECTION RULE ACTION SUMMARY DETALS
Environments Environment Pairs Block Allow Jump-to Application No Protection Rule Without inter-Environments Policy & Rules
2 2 @0 00 @0 @ 2 () 2 | 2 o govemesty Ervrormentcatogoy et e
prod To dev X
[ =
*)  Protection Rule Action No Protection Rule
dev
@ Inter-Environment Policy & Rules  None
Source
. Inter-Environment Traffic Detected  Yes (2 flows)
dev Go To Environment Monitoring View Traffic in Security Explorer Run Recommendation
X 7~
Prod «—— Dev EQt §M 0| M & F
prod =) @ LY

[ 4



vmw vDefend

Home

Security Journey Monitor & Plan Inventory System
&« - -
Monitor & Plan Overview
@ Overview ‘ : S
Security Posture Secunty Explorer Segmentation Monitoring Network Detection & Response Threat Monitoring Firewall Insights
Security Intefligence Infrastructure Services Environments Applications

@ Security Explorer
® Segmentation Planning
© Segmentation Monitoring

&1 Policy Recommendations

Threat Monitoring

® Network Detection & Res._.
® Malware Prevention

@ Suspicious Traffic

Reports
8 Security Segmentation R_

> Flow Export

@ Publishing or starting discovery of recommendation(s) for inter-environment pairs. The process can take some time. Check later to view the updates; a page refresh may be needed.

= (proa x) ((dev x) v
J‘n

2 out of 2 environments selected.

 Reset to Detaut @

PROTECTION RULE ACTION SUMMARY ofTaLS

Environments  Environment Pairs

Block Allow Jump-to Application No Protection Rule Without inter-Environments Policy & Rules
2 2 @0 00 @0 ® 2 () 2 | 2 o govemesty Ervrormentcatogoy et e
prod To dev X
=) Protection Rule Action No Protection Rule
< v . A (|
= SOHEM M 9l A
() inter-Environment Policy & Rules  None
Source
. Inter-Environment Traffic Detected  Yes (2 flows) BIOCk
dev Go To Environment Monitoring View Traffic in Security Explorer Run Recommendation PrOd «——> DeV




vmw vDefend

Home Security Journey Monitor & Plan Inventory System
Monitor & Plan Overview
@ Overview . 2o
Security Posture Security Explorer Segmentation Monitoring Network Detection & Response Threat Monitoring Firewall Insights
Security Intelligence Intrastructure Services Environments Applications

@ Security Explorer
@ Segmentation Planning
© Segmentation Monitoring

&1 Policy Recommendations

Threat Monitoring

@ Network Detection & Res..

® Malware Prevention

@ suspicious Traffic

Reports
B Security Segmentation R..

> Flow Export

Select Environments ()

L3

( prod x) ( dev x)

v

2 out of 2 environments selected. (- Reset to Default @

SUMMARY FOR SELECTED ENVIRONMENTS

ENVIRONMENTS COUNT
Environments Environment Pairs
2 2
Deitination
Source
dev
prod

@ Publishing or starting discovery of recommendation(s) for inter-environment pairs. The process can take some time. Check later to view the updates; a page refresh may be needed.

Without Inter-Environments Policy & Rules

@o O Pairs governed by Environment Category Defaut Rule

Block Allow Jump-to Application No Protection Rule
@2 00 @0 ® 0
- = JHo| szt R e
AR Hsoz BE Hof
Y BLOCKED
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Stage 2 Infrastructure (Shared) Services Protection @ Few days

O
Stage 1 Segmentation Assessment @ 1 week
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vDefend Console

Stage-4: App-level Protection
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vDefend Console

unauthorized
lateral movement

Records o

Stage-4: App-level Protection

=
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vmw vDefend O\ O Q @ v admin

Home Security Journey Monitor & Plan Inventory System

Secu rlty Jou rney Show Journey Status on Homepage

vDefend Security Journey Starts Here!

x)
The Security Journey prescribes a multi-stage segmentation workflow to speed up zero trust v
implementation with VMware vDefend Distributed Firewall. Continuous monitoring at each stage e i
highlights any deviations and allows recalibration of security posture.

Last calculated on 11 /12/2025 10,12 am PST C
Instruction: Track progress by clicking the stage indicator O to mark it "Reviewed". W

1 out of 4 stages reviewed

@ Assess Segmentation Posture >
O Secure Infrastructure Shared Services >
O Create and Secure Environments >

O Micro-Segment Applications >
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Home App Dictionary IDS Sig

natures

IDS Signatures

The IDS Signature portal allows you to access detalled information on the IDS/IPS signatures available on the vDefe

determine changes across signature bundle versions, export a filtered list, and more

Bundie Versions: 1DSSignatures_3781

Total

Signatures

19338

o export | = ((CVE(s): CVE-2026-

SIGNATURES BY SEVERITY

19338

© < ) Type or apply filter

Medium
Minor

e Informational

o
s

778
2444
796

3636

Available Bundle Versions: 11 VIEW CHANGE HISTC

SIGNATURES BY TOP ATTACK TYPES

e trojan-activity
attempted-user
e web-application-attack

\15503
4 misc-activity

attempted-admin

159

CLEAR

Signature 1D IDS Severity

Medium

2066448

Detalls

NSX - (Initial Access) Detect CVE-2026-21858

exploitation attempts

ET WEB_SPECIFIC_APPS Node.js nBn
Authenticated Workflow Expression Injection
(CVE-2025-68613)

Product Affected

Node_|s

Attack Target

Web_Server

Attack Type

attempted-user

web-application-attack

CVsSsS CVE(s)

Action




IDS/IPS & Malware Prevention

Distributed Rules Gateway Rules Profiles Signature Management Settings
DS/IPS Malware Prevention

ADD PROFILE

Name Description Tags Where Used Status =
> [ @ DefaultiDSProfile

Where Used ® Success
Virtual Patch: CVE-2026-21858 and CVE-2025-68613 Where Used
IDS Signatures

ge System and Custom signatures by qualifying filters

High
Medium
SuspIcious
Cntical

LOow

~ Additional Options
Attack Types

Attack Targets

Customized actions and/or excluded signatures specific to this profile

Manage signatures by
Packet Capture

Packet Capture File Size Total Packets




admin

IDS/IPS

Monitoring Fac

©,

» REFRESH

INTRUSION ATTEMPTS Total: 2 24 Hours:2 (D) Starcislons hosts Clusters: 1/2 Gateways: 1/2  Last 24 - @  Timeline C‘
U e Intrusions (1) =
Traffic: ALL TRAFFIC VIEWING SIGNATURE ACTIONS (3/3) £ *crnicaLo [ ®HIGH O MEDIUM 1 *LOW O @ SUSPIKIOUs 0
Impact Score Sewverity Last Detected ID & Details Users Affected Where Detected CVE Details CV5SS
s = 2026, 74855 A
Intrusion Event Details (latest occurrence)
1 = 192.168.100.15 Port: 57982 o N
e 192.168.100.10 Port: 5678
Intrusion Activity i
Attack Target Web_Server Service HTTF Prevented Events
) May 28, 2026
Attack Type attempted-use Signature ID 48878
Number of Atten
Rx into Attacker 1.06 KB Signature Revision 33212
Mitre Tactic tial Access / =

Product Affected

Total Events

Mitre Technique

t Public-Facing




Avi 2l i o} H

Regularly updated

CRS

M7 ™l A|AH AL 0| E
ZZEE Mgtd, OWASP
Top-10

Ofl: SQL injection, XSS etc

\

Positive Security

2 Yoty g4
At7h et 5 otof, o mH

Allowed: 1234567890
Flagged: 1234567890

/

CEEDD

vmware
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VMware vDefend Software Stack
(Single License)

Network Detection & Response

Malware Prevention

Distributed IDS/IPS

Gateway Firewall

Distributed Firewall

Security Intelligence

(Analytics & Recommendations)

Advanced Threat
Prevention (ATP)

Prevent
Detect

Remediate

Firewall
- East-west
Visibility
. Zone & Micro-
Segmentation

Lower TCO* Better Security*

S22 0f B8
iy
Hzbg ap

*Based on actual customer interviews conducted by third parties or customer examples
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