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We’'ll help you tackle today’s toughest IT challenges
so you can focus on tomorrow’s opportunities.
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« Contain threats
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GPO 22| InTrust Enterprise
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Asset Management Appliance
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Active Roles

User lifecycle
management

Automation '6')\

\ / workflow  \&2,

Approval Scriptin
WOI’kflOW T — Cerl]Dterg !!3—
On prem AD
o —_Full audit
Access control trial

Azure AD

\ / \Self—service R

Virtual Firewall

Policy /

enforcement
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# > SyncWorkflows » Syncusers from CSV file
. Sync users from CSV file
Add Connection
Run, schedule, modify, o delete synchronization steps in this sync workflow.
Name connection and select connector & Connections » Runnow @ Schedule # Add synchronization step
o Beeion : Mapping ) ‘
m Step 1: Creation from Employees - Demo.csv to DEMOLAB - Active Roles
4 Password Sync
[} Source: Employees - Demo.csv (object: csv-Object)
[ Terget:  DEMOLAB - Active Roles (object: user)
& Movedown X Delete step
Step 2: Update from Employees - Demo.csv to DEMOLAB - Active Roles
[} Source:  Employees - Demo.csv (object: csv-Object)
A o [ Terget:  DEMOLAB - Active Roles (object: user)
Exchange Server Connector 4 Moveup ¥ Movedown X Delete step
Lync Server Connector
prm——— E Step 3: Deprovision from Employees - Demo.csv to DEMOLAB - Active Roles
OLE DB Connector [} Source: Employees - Demo.csv (object: csv-Object)
One Identity Manager Connector Target: DEMOLAB - Active Roles (object: user)
Quest One Identty Manager (Q1IM) Connector
S PRk o 4 Moveup ¥ X Delete step
‘Windows Azure AD Connector
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Location, Unique Logon Generation, Strong Password Generation,
Remote Access

Location, NTFS permissions, Share permissions

Access Control / Email Distribution Lists
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Disable Account, Set/Clear Attributes, Move to Recycle Bin and
Schedule for Deletion in 60-90

S\ \)*‘ | Revoke Access, assign permissions to Managers/Admins

Policy - @ Remove and Record Security and Distribution
ge Group Memberships
' R
ACtlve RO I es \ Initiate. Deprovisioning
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Add Provisioning Policy Wizard

Script Module Identification

Specify a name and, optionally, description for the new script module, You
also modify script language and creation container settings,

AH

-

Evel

Mame:

I PowerShell_Mailbox_deprovision

=

2l
—

nt Handlers

Add Provisioning Policy Wizard

Select event handler functions to add to the script module,

2
g

Event handler functions:

Seript language: Event Handler Mame | Description -
IPowerSheII [ ‘arPrecreate In a scripk policy applied to & container, receives contral ...
o [T onPostCreate In a script policy applied to a container, receives control ...
LSS [T onPrebelete Receives control upon a request to delete an object, En...
Insert Script here!| [ onPostDelete Receives contral after a request to delete an objectis ...
(l onPrefodify Receives control upon a reguest to stark changing objec. ..
(l onPostModify Receives control after a request to change object prope, ..
[T orPremaove In a script policy applied to & container, this Function rec. .,
[T onPostMove In a script policy applied to & container, this Function rec... |
[T orPrefename Receives contral upon a request ta skart renaming an ob. ..
[T onPostRename Receives control after a request to rename an object is ...
Create n! [T onPrecet Receives contral upan a request to retrieve abject prop...
Canfiguration/Script Modules [ onPostGet Receives control after a request to retrieve object prop...
[ arfresearch Receives control upon a reguest to start a search, Enabl...
- onCheckProperty¥al,.. Receives control upon a request to verify and validate ... LI
| il _ . - - . . ' - - - .

< Back I Mext = I

Cancel

< Back I [exk =

Cancel Help
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A@Workflow | A R
4 @ Builtin [ $CoreFolder = "E:\Active Roles - Complimentary Files" #location of Policy files
b El Approval by Primary Owner (Manager) funccion onGetEffectivePolicy ($Request)
E] ApprovaI-bySe.condaryOWMs' $objectClass = [string]$PolicyEntry.Parameter ("Cbject class LDAP name")
EC'“" up ?nact.rvecomputeraccounts if (SRequest.Class -ne $objectClass) {WriteDebugEvent ("Class not found - bail"); return }
b |39 Clean up inactive user accounts SattrName = [string]$PolicyEntry.Parameter ("Attribute LDAP name")
b |5 Notification of managed object excess (Te $FileName = [string]$PolicyEntry.Parameter ("File Name")
4 (g) DEMOLAB §FilePath = "$CoreFolder\$FileName"
|&] DEMOLAB - IsManager I #WriteDebugEvent ("Path $FilePath")
b || DEMOLAB - Move computer objects to co #test the file path provided
DEMOLAB-Moveuserobjects(oDepartn if (!(Test-Path -Path $FilePath)) { WriteDebugEvent ("Path $FilePath no good - bail"); retuy
% @ Script Modules #erthebugEvent ("Checked path - good")
b [@) Authentication Services Integration v2.1 SRS ELRE = 80)
o G 2 2 $aOffices = Get-Content -Path "$CoreFolder\§$FileName" | Sort-Object | foreach {§ .Tostring
4 @ Builtin # WriteDebugEvent ("Office values - $aOffices") -
» B Dell Change Auditor Integration Script SRequest.SetEffectivePolicyInfo ($attrName, $constants.EDS_EPI_UI_POSSIBLE_VALUES, S$aOffices
S User Property Validation Extensions, \ _EPI_UI_
b @ Server Configuration 2
4 @ Active Directory L function onInit ($context)
p 842 Configuration Container [demolab.com] {
4 s demolab.com $parl = $Context.AddParameter ("Attribute LDAP name")
b @ ACME Inc $pari.MultiValued = $False
x : $parl.Description = "Attribute LDAP name to populate in AD."
b (& Admin Accounts $parl.Defaultvalue = ""
p 2 Builtin
>3 Computers $par2 = $Context.AddParameter ("Object class LDAP name")
4 g8 Democorp Inc $par2.MultiValued = $False
b (& _Access Groups $par2.Description = "Object class which attribute values should be check for" +
NE) _Computers " uniqueness."
b @ _Department Groups Sparz.Defa\fltvalue = "nser®
S £ $par2.PossibleValues = @("user", "group", "contact"”, "computer")
b @@ _Deprovisioned Users
b @ _Distribution Lists
b (&8 _Special Groups $par3 = $Context.AddParameter ("File Name")
b 8 Audit $build list of txt files to load
b (&8 Board of Directors $aFileList = @()
% Compliance v $aFileList = Get-ChildItem "$CoreFolder" -Filter *.txt | foreach {$_ .Name}
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Notification of managed object excess (Template)

By copying this template workflow, you can create an automation workflow that checks the number of managed objects in a certain area and sends e-mai notification if that
number exceeds a certain threshold. Use the "Copy” command on this template workflow to create a new workflow definition, and then adjust the workflow parameters and
configure the notification activity in the newly created workflow definition. You cannot make changes to the template workfiow.

ATh's workflow is disabled.

w | workflow options and start conditions
Drag activities to the surface on the right.

Type a name to find X <€

2 Basic activities 0

Notification |
=
£1 Script
W Stop/Break
== Add Report Section

Count exceeds the threshold No excess

Drop Activities

v |
v
©

) Object management

) Active Roles Community

Save Changes Discard Changes
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Step 1: Creation from Employees - Demo.csv to DEMOLAB - Active Roles

General Options & : .
P v Initial Aftribute Population Rules
Source

Target

Employees - Demo.csv DEMOLAB - Active Roles
Step Handlers EmployeelD == employeelD

Department = department

FirstName == givenName

LastName == sn

UserType == edsvaUserType

9% <FirstName>.%<LastName> == mailNickname

<Generated by PowerShell script> —— manager

Forward Sync Rule...

> Initial Password

> User Account Options
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Organization | % Managed By | Exchange General | Mail Flow Settings

Maibox Settings | E-mail Addresses | [ Managed Resources

[5 Addtional Account Info | Fublshed Certficates
Maibox Features | Exchange Advanced | MemberOF | Dialin
E t | Remote Cortrol

Teminal Services Profie | Object | [ Administration | [ Picture

General Unix Account | Address | Account | Profile | Telephones
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ACtlve DlreCtO ry / Azure W Active Roles [demoapp.demolab.com] Name ¢

4 @ Configuration & Users - Read/Write Account Information
4 ';3 Access Rules B\, Users - Read/Write Account Restrictions
EXC h an g e / Ofﬁ ce 3 6 5 4 QW Access Templates A\, Users - Read/Write Dial-In Properties
& _Special %\ Users - Read/Write General Information

4 8 Active Directory B\, Users - Read/Write Logon Inf i
H H gon Information
S h are PO n t / O n I ine S Advanced $\, Users - Read/Write Organizational Information

,V,D B ‘Best Practices for Delegating A R Users - Read/Write Personal Information
b & AD LDS (ADAM)

S ky p e fo r B usiness b G Authetcation Senicas egration B\, Users - Read/Write Phone and Mail Options

$\ Users - Read/Write Profile Properties

b g ::::n & Users - Read/Write Public Information
b &) Computer Resources & Users - Read/Write Web Information
b & Configuration §\ Users - Read/Write WTS Properties
p &) DEMOLAB $\ Users - Rename
4 £ Exchange $\, Users - Reset Password (Extended Right)
p & Advanced & Users - Run Check Policy (Extended Right)
b & Skype for Business Server B\, Users - Undo Deprovision

&J User Self-management §~\ Users - Undo Deprovision - Deny
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= 5 Policy Check Results 1, Polcy Check Resalts.
£ Hunter Patrick =
£ OeSouss Rudy.
0 Walker Paud
& Byme Robert
0 James Richmand. Check pokicy on:  demolab.
b (& Supply & Demand 8 oo ol R
b (@ Supply Chain XA O ABH o
b @ Support MA Q] M2 = R ——

8 Technical :

p (&8 Technical
b (@ Training Enforce Policy...
1 (&8 Domain Contr Move...
p ) ForeignSecurit E
b ) Managed Serv Import..
I (&8 Microsoft Bxch
b @@ Piviged Acd__CheckPalicy 1 A Qb L KB
b @ Privileged_Gro| Change History "
p 3 Program Data

i New '
b 8 Service Accou

L
Fi
» B Svstem All Tasks 4 Poli ult

v

Delegate Control...

Palicy check campleted [7 ohject(s) vicletin

=5 Policy Check Results Hunter Patrick
A Hunter Patrick In feder: demolab.com/Democorp Inc/ Techrucal Sales
0 DeSousa Rudy
0 Walker Paud

2 BimeRaoen

£ James Richmond

£ Ross Simon  Viclation i maillickname

0 Kalyapichev Roman Property value: PATRICK.HUNTER [edi]

vielation: Corporate palcy violabon. The maitackname’ property vaue does not conform to corparate polcy. The
L do requrements. [set data]

Violation i Office Location

Property valuer <not set> [edt]
Vislation: Comrats pukcy vdeton, The ‘Ofks Locatir! sroperty vake does nok comform o carpuratepolcy. You mest
| g

spedi
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Temporal Membership Settings

Choose when to add or remove the selected object from the selected
group.

Add to the group:
(@ Already added
Con this date: 11/6/2016 21:00[ ]

Remove from the group:

®nNever

Con this date: |11/7/2016 21:00[¥]
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Internet Explorer
Edge
Firefox

Chrome

©) ‘ Active Roles

Startseite
Verzeichnisverwaltung
Suchen

Anpassung

#
)
Q
F

Genehmigung

Einstellungen

e o

Hilfe

Of K| & (2h=0f X[ &)

£* Einstellungen

Benutzerschnittstellensprache:

German (Germany)

Chinese (Simplified, China)
Chinese (Traditional, Taiwan)
Czech (Czech Republic)
Danish (Denmark)

Dutch (Netherlands)

English (United States)
French (France)
German (Germany)
Italian (Italy)
Japanese (Japan)
Korean (Korea)

Polish (Poland)
Portuguese (Brazil)
Portuguese (Portugal)
Russian (Russia)
Spanish (Spain, International Sort)
Swedish (Sweden)
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@) | Active Roles _ & Administrator & (2}

Views T a Reto Bachmann - Zuerich

Home

o Active Directory oneidentity.lab PROD EMEA CHE Users
 Built-in

Directory Management

Active Directory Previous page Page 1 Next page
Search .
Managed Units

+ Operation summary

Customization AD LDS
- + i .
Automation Workflows Operation ID: 1-156
Approval Change User
Rex ted:  11/6/2016 8:10:13 PM (UTC
. « Personal Wame:  Reto Bachmann - Zuerich (oneidentity.lab/PROD/EMEA/CHE!/ Users) e wre
Settings Requested by: ONEIDENTITY\Administrator
) Reason:  <none»
You have no personal Views. Completed:  11/6/2016 8:10:14 PM (UTC)
Help
Property 0ld value New value
Telephone Number (telephoneNumber) <not set> 441791234567
Status: COMPLETED
+

Operation ID: 1-152
Requested:  11/6/2016 8:06:53 PM (UTC)

Change User

Name: Reto h - Zuerich identity.lab/PROD/EMEA/CHE/ Users)
Requested by: ONEIDENTITY\Administrator
Reason: <nonex
Completed:  11/6/2016 8:07:03 PM (UTC)
Property 0ld value New value
edsaAdminGroup (ed: imi p) 'Exchange Administrative Group 'CN=Exchange Administrative Group
(FYDIBOHF23SPDLT) (FYDIBOHF23SPDLT),CN=Ad

Groups,CN=0neldentity, CN=Microsoft
Exchange,CN=5er ...

Create User Mailbox <not set> "true’

(edsaCreateMsExchMailbox)

Status: COMPLETED
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ile  Action View Help

e 2@ HE

[] Event Viewer (Local)
b 3 Custom Views
b [ a Windows Logs
4 [ Applications and Services Logs
{&] Active Directory Web Services
fs] Active Roles Admin Service
fs] Active Roles Sync Service
f=] ADAM (app-auth-proxy)
{] Change Auditor Coordinator Sen
{<] Data Governance
p [ DELL
{=] Dell Enterprise Reporter
{+] Dell One Identity Cloud Access v
{<] Dell Secure Token Server
{s] Hardware Events
f=] Internet Explorer
f&] InTrust
fs] Key Management Service
b [ Microsoft

971 (') New events available

Active Roles Admin Service MNumber of event
Level Date and Time

(i) Information 6/26/2017 2:57:16 PM
@Infurmation 6/26/2017 2:57:16 PM
@Inforrnation 6/26/2017 2:57:16 PM

6/26/2017 2:57:16 PM

Information

Source

ARAdminSve
ARAdminSvc
ARAdminSvc

ARAdminSvc

Event ID
1517
1517
1517

Task Category
ObjectCreate
ObjectCreate
ObjectCreate
ObjectCreate

f=] PM - One |dentity Password Man

nformation 5T minSvc ectCreate
Inf i 6/26/2017 2:57:16 PM ARAdmInSy 1517 ObjectC
ml L i A MEMAfAT A ET AL DAA ADA L —r 4£47 s ™ "
Event 1517, ARAdminSvc
General | Details
Attribute is modified.

Attribute name: physicalDeliveryOfficeName

Attribute value: Moscow
Action: Replace
Log Name: Active Roles Admin Service

Operation GUID: 5641e8ed-7428-4785-b2c3-7dc47693e9b5
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Hybrid2t& of| CHet X[ &
. ARS Server

Access Check / Delegation

Policies / Workflows / Tasks
A Graph API

AD / ADLDS Service Provider

e fibe,

Web Interface D s 4 ARS ADSI Provider B =

Azure Service Provider

0
o
L
A E

Active Dlrectory / ADLDS

SQL Server DB

. Azure AD Connect B oy 4

Office 365/
Azure AD

* Service Interface - Currently uses ADSI

Quest



Exchange Online Mailbox £f2

Exch Online Pr i X

‘B! P

Sl ane Dog
[ ] [ Customize

Active Directory / QUEST.LOCAL / DEMO / Sites / France

Mail flow settings: Exchange Online Properties

&  Message Size Restrictions

[ ]
& Jane Doe

Active Directory / QUEST.LOCAL DEMO / Sites France

Send As:

Description: _ Name Description

Delivery options control delegated permissions and forw = SELF
Object ID:
7cB3a6e1-4279-4385.9b9b-e9b068bOdCeS - _
Full Access:

Name Description

Type

group

Type

# Customize




@) ‘ Active Roles _ & Administrator & (2]

Views | Tree a Reto Bachmann - Zuerich

Home

Built-i Active Directory oneidentity.lab PROD EMEA CHE Users
~ Built-in

Directory Management

Active Directory Previous page Page 1 Next page
Search )
Managed Units

+ Operation summary

‘Customization AD LDS
. + "
Automation Workflows Operation ID: 1-156
Appraval Change User
Requested:  11/6/2016 B:10:13 PM (UTC
. « Personal Name:  Reto Bachmann - Zuerich (oneidentity.lab/PROD/EMEA/CHE/Users) e wrq)
Settings Requested by: ONEIDENTITY\Administrator
) Reason: <none>
el You have no personal Views. Completed:  11/6/2016 8:10:14 PM (UTC)
elp
Property Old value New value
Telephone Number (telephoneNumber) <not set> +41791234567
Status: COMPLETED
+

Operation ID: 1-152

Requested:  11/6/2016 8:06:53 PM (UTC)
Requested by: ONEIDENTITY\Administrator
Completed:  11/6/2016 8:07:03 PM (UTC)

Change User
Name: Reto Bach - Zuerich (oneidentity.lab/PROD/EMEA/CHE/Users)

Reason: <none:

Property 0Old value New value
edsaAdminGroup (edsaAdmil p) ‘Exch Administrative Group 'CN=Exchange Administrative Group
(FYDIBOMF23SPDLT)" (FYDIBOMF23SPDLT),CN=Administrative

Groups,CN=0neldentity, CN=Microsoft
Exchange,CN=Ser ...

Create User Mailbox <not set> ‘true’

(edsaCreatemsExchMailbox)

Status: COMPLETED

Quest



M3 AKX} AEAM - Azure AD / Office 365

General

Account

Create Azure Account

Licenses

Create Azure Account
Name:

Howard Wolowitz

Temporary Password:

User Principal Name:

howard.wolowitz

Usage Location:

@corpds.biz

us|

Identity
Settings
Job Info

Contact Info

> Licenses

STREAM_0O365_E3

Deskless

Flow for Office 365

PowerApps for Office 365

Microsoft Teams

Microsoft Planner

Sway

O Mobile Device Management for Office 365
Yammer

M Azure Active Directory Rights Management
M Office ProPlus

M Lync Online (Plan 2)

M Office Online

M SharePoint Online (Plan 2)

M Exchange Online Plan 2
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Mg &5 MM - Azure AD / Office 365

New Group

2% New Group in TOU

Active Directory ARS71.CORK.LAB.LOCAL TOU

General [[J Create Azure Group
Create an Exchange e-mail address Narme:
"
Description:

[Z) open properties for this object when I click Finish

Back

& Customize

To complete, click Finish.

Finish Cancel
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